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Sports venues use connected devices to facilitate business operations, fan experience, and a safe environment for patrons. These devices allow stadium personnel to access and manage various business information
systems, industrial control systems (ICS), and communication systems essential to daily operations. While connected devices bring many benefits to stadium operations, a single compromise of a connected device could provide
an access point into a stadium’s network, potentially compromising critical systems or services. The Cybersecurity and Infrastructure Security Agency (CISA), in partnership with the National Center for Spectator Sports Safety and
Security (NCS#), developed this infographic to provide examples of how potential activities of malicious cyber actors could impact stadium operations. This resource does not intend to encompass all risks to stadiums.
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Automated Lighting Controls resulting in delayed response times.

Vulnerability: A stadium’s lighting control system fails to implement
remote access authorization only on a need-to-have basis.

Heating, Ventilation, and Air
Conditioning (HVAC)

Vulnerability: A stadium’s HVAC
system lacks network segregation or
other similar protective technology.

Consequence: Nefarious actor shuts down lighting in the stadium,
causing patrons to rush out of the stadium and endangering lives.

Point of Sale (POS)

Vulnerability: A stadium vendor
network has outdated and unpatched
software or firmware.

Consequence: Cyber attacker
raises the temperature in a
server room and servers become
overheated, rendering them
inoperable.
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Fire and Emergency Management

Vulnerability: A stadium’s fire and emergency management system
is unmonitored.

Consequence: Hacker disables POS
systems, resulting in loss of revenue
and dissatisfaction among patrons.

Stadium Entrance Equipment

Vulnerability: A control system
operator account lacks strong
password protection.

Consequence: Hacker sets off fire alarm system, causing patrons
to panic and rush out of stadium, putting lives at risk.
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Consequence: Malicious actor
prevents entrance into the stadium
by hacking into the stadium’s control
system and locking all turnstiles,
causing mass gathering that

makes the crowd vulnerable

to a mass attack such as

Smart Grid

Vulnerability: A stadium’s smart grid
meter memory, containing administrator
credentials, lacks encryption.
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Vulnerability: A stadium’s telecommunication system lacks

network segregation or other similar protective technology. — Stadium Kiosk

Vulnerability: A stadium kiosk’s firmware lacks password protection.
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